IEEE 802.11x, and WEP, EAP,WPA / WPA2 by A.S.Rumale & Dr. D. N. Chaudhari
IEEE 802.11x, and WEP, EAP,WPA / WPA2 
 
A.S.Rumale
 1***, Dr. D. N. Chaudhari
 2 
Assistant professor
1, Computer Engineering, COE Malegaon-Bk, Baramati
 
 Professor and Dean, Computer Engineering, JDIET, Yavatmal
2 
Email: asrumale@rediffmail.com
 1, dnchaudhari2007@rediffmail.com
2
 
 
Abstract- This paper is a brief survey of IEEE 802.11i based WPA2 
or  Wi-Fi  protected  Mode  protocol  popularly  called  as  Wi-Fi 
Protected Access (WPA) Mode Protocol. In this paper we tried our 
best to include all possible information about WPA from trusted 
sources in a very precise manner. 
  Apart  from  the  above  the  paper  also  explores  wireless 
networking standards in brief so that one can become familiar with 
the  concept  thoroughly.  It  also  briefs  out  the  IEEE  802.11x 
standards. Some part of the paper is dedicated in briefing out the 
technologies supporting WPA and it’s sister concern.   
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I. INTRODUCTION 
 
A  wireless  local  area  Network(WLAN)  enables  access  to 
computing  resources  for  devices  that  are  not  physically 
connected to network. WLANs fairly operates over a limited 
range  such  as  an  office  building  or  building  campus;  and 
usually are implemented as extensions to existing wired local 
area network to enhance user mobility. The IEEE introduced its 
own  standards  for  this  called  as  IEEE802.11x  standards.  To 
secure  the  WLAN,  IEEE  made  various  amendments  in 
IEEE802.11i  standard.  Before  IEEE802.11i  was  finalized, 
IEEE802.11  relied  on  security  method  known  as  Wired 
Equivalent Privacy(WEP), which has several well documented 
security  problems.IEEE802.11i  introduced  more  advanced 
security  features  than  the  WEP  with  the  concept  of  Robust 
Security Network(RSN), forming RSN association (RSNA).[1-
28] 
IEEE802.11i  RSN  uses  Extensible  Authentication  Protocol 
(EAP) for the authentication phase of establishing RSNA. But 
EAP is still in evolving mode and so not all methods of EAP 
are available. And some EAP methods are still not considered 
as official standards. And at the same time there is continue 
invention of new EAP methods causing organizations to update 
with  their  contents.  Also  National  Security  Agency  (NSA) 
force  all  WLAN  organizations  to  use  Federal  Information 
Processing  Standards  (FIPS)  approved  cryptographic 
algorithms to protect the confidentiality and integrity of WLAN 
communication.[ 4][5 ][6 ][13][21] 
 
 
 
 
 
 Wi-Fi Alliance is non profit based organization formed in 
1999 to certify interoperability of  WLANs products based 
on  IEEE802.11  specification.  The  Wi-Fi  Alliance  found 
itself  to  cope  with  deciding  the  final  standard  by 
IEEE802.11, and so formed their own standard based on the 
preliminary draft of IEEE802.11i, called as Wi-Fi Protected 
mode protocol or Wi-Fi Protected Access or simply WPA.  
Advanced version of which is called as WPA2. Thus we can 
say  that  IEEE802.11i  and  Wi-Fi  Protected  Access  are  the 
Xerox copies or clones of each other.[ 1 –28]  
 
II. IEEE802.11x FRAMEWORK & WPA 
 
We all know that IEEE802.11x is the family of wireless 
standards used for WLAN, the very basic of Wi-Fi.[5][6][7] 
The  evolving  and  brief  architecture  or  framework  of  its 
protocol stack is as given in Figure 1 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig 1.  IEEE 802.11x Framework ------Protocol stack 
 
Physical layer of IEEE802.11x is corresponds to OSI physical 
layer. The datalink layer of this stack may be divided in two or 
more parts or sublayers. MAC Sublayer determines how the 
channel works while LLC hides the differences between the 
different variants of IEEE802.11x from the Upper layers of 
OSI  model.  In  year  1996  IEEE802.11x  standard  specifies 
three  transmission  techniques  allowed  in  physical  layer; 
Infrared, FHSS, & DSSS. Where short range radio FHSS and 
DSSS uses license free 2.4 GHz ISM band ( 1 or 2 Mbps). 
 
 
 
*** Author  with whom all correspondence should be made. 
In  1999,  two  new  techniques,  OFDM  and  HR-DSSS  were 
introduced  to  achieve  higher  bandwidth  from  6  to  54Mbps 
D
a
t
a
 
L
i
n
k
 
L
a
y
e
r
 
P
h
y
s
i
c
a
l
 
L
a
y
e
r
 
Logical Link Control 
L
L
C
 
M
A
C
  Point Coordination Function(PCF) 
Distributed Coordination function ( DCF) 
8
0
2
.
1
1
 
I
n
f
r
a
r
e
d
 
8
0
2
.
1
1
 
F
H
S
S
 
8
0
2
.
1
1
 
D
S
S
S
 
8
0
2
.
1
1
a
 
 
O
F
D
M
 
8
0
2
.
1
1
b
 
 
H
R
D
S
S
S
 
8
0
2
.
1
1
g
 
 
O
F
D
M
 
8
0
2
.
1
1
e
 
8
0
2
.
1
1
f
 
8
0
2
.
1
1
h
 
8
0
2
.
1
1
i
 
Contention 
service 
Contention 
free service 
Dr. D N Chaudhari et al, Int. J. Comp. Tech. Appl., Vol 2 (6), 1945-1950
IJCTA | NOV-DEC 2011 
Available online@www.ijcta.com
1945
ISSN:2229-6093IEEE 802.11x, and WEP, EAP,WPA / WPA2.        by A.S.Rumale, Dr. D. N. Chaudhari 
  2 
using  same  frequency.  In  2001  second  OFDM  module  was 
introduced,  in  different  frequency  band  form  first 
one(IEEE802.11g). The recent developments are IEEE802.11e, 
IEEE802.11f,  IEEE802.11h  &  IEEE802.11i.  Meanwhile  the 
evolving  of  IEEE802.11x,    Wi-Fi  Alliance,  formed  in  1999 
established several certification programs to give consumers of 
WLAN  products  assurance  that  there  systems  comply  with 
IEEE802.11x  system  and  can  interoperate  with  similar 
equipments from other vendors. The following Certifications are 
available that comply with IEEE802.11i [27][28]. 
  Wi-Fi Protected Access (WPA), includes the subset of 
IEEE802.11i  specifications  pointing  the  weakness  of 
WEP. 
  WPA2 includes complete specifications ofIEEE802.11i. 
Thus  WPA  is  the  certification  over  interoperability  of 
IEEE802.11 based products from different vendors. Technically, 
Wi-Fi Protected Access (WPA) is a data encryption specification 
for  802.11  wireless  networks  that  replaces  the  weaker  WEP. 
Created by WiFi Alliance before the 802.11i security standard 
was ratified by the IEEE It improves on WEP by using dynamic 
keys,  Extensible  Authentication  Protocol  to  secure  network 
access, and an encryption method called Temporal Key Integrity 
Protocol (TKIP) to secure data transmissions. Wi-Fi Protected 
Access  2  (WPA2)  is  an  enhanced  version  of  WPA.  It  is  the 
official 802.11i standard that was ratified by the IEEE in June 
2004. WPA2 is stronger than WPA because it uses Advanced 
Encryption Standard (AES) instead of RC-4/TKIP. AES supports 
128-  bit,  192-bit  and  256-bit  keys.  WPA2  can  also  use  pre-
shared keys or 802.1x authentication. Following Figure 2 will 
give  you a  brief  idea about relation  between IEEE802.11 and 
WPA. 
 
Figure 2 Relation between IEEE802.11x. WEP,WPA & WPA2[21] 
 
III. WIRED EQUIVALENT PRIVACY (WEP) 
 
Security  has  been  considered  an  important  issue  in  WiFi 
networks  from  the  beginning.  Consequently,  early  versions  of 
the IEEE 802.11 wireless LAN standard [802.11] have already 
featured  a  security  architecture,  which  is  called  WEP  (Wired 
Equivalent Privacy). As its name indicates, the objective of WEP 
is  to  render  wireless  LANs  at  least  as  secure  as  wired  LANs 
(without  particular  security  extensions).  In  an  unprotected 
wireless LAN, the attacker has an easier job, because he does not 
need  to  have  physical  access  to  any  equipment  in  order  to 
connect to the network. WEP is intended to transform this easy 
job  into  a  difficult  one.[1][2][3][6][12]  The  common  major 
security threats for any LAN environment are as given in table 1. 
 
 
Table 1 
The common major security threats for any LAN environment 
WEP (Wired Equivalent Privacy) was the default encryption 
protocol introduced in the first IEEE 802.11 standard back in 
1999. It is based  on the RC4 encryption algorithm, with a 
secret key of 40 bits or 104 bits being combined with a 24-bit 
Initialisation Vector (IV) to encrypt the plaintext message M 
and  its  checksum  –  the  ICV  (Integrity  Check  Value).  The 
encrypted  message  C  was  therefore  determined  using  the 
following  formula:  C  =  [  M  ||  ICV(M)  ]  +  [  RC4(K  ||  IV) 
]where || is a concatenation operator and + is a XOR operator. 
Clearly, the initialization vector is the key to WEP security, so 
to maintain a decent level of security and minimize disclosure 
the  IV  should  be  incremented  for  each  packet  so  that 
subsequent  packets  are  encrypted  with  different  keys. 
Unfortunately for WEP security, the IV is transmitted in plain 
text  and  the  802.11  standard  does  not  mandate  IV 
incrementation, leaving this security measure at the option of 
particular  wireless  terminal  (access  point  or  wireless  card) 
implementations.  [3][4][5][6][17][18]The  WEP  encryption 
protocol is shown in figure 3. There are many other security 
types that are used in IEEE802.11, which are listed in brief in 
table 2. 
 
 
 
Figure 3. WEP encryption protocol [21] 
 
 
Threat   Description 
Denial of 
Services 
Attackers  prevents  the  normal  use  of 
Network 
Eavesdropping  Attackers  passively  monitors  network 
communication for data and authentication 
credentials 
Man in the 
middle 
Attacker  can  use  the  data  acquired  using 
eavesdropping  to  pose  himself  as 
legitimate party bypassing the real one  
Masquerading  Attacker can pose as authentic user to gain 
some privileges unauthentically 
Message 
modification 
Attacker can modify the messages acquired 
in  eavesdropping  and  then  retransmitting 
them by posing as authenticate user 
Message 
replay 
Attacker  can  retransmit  the  messages  
acquired  in  eavesdropping  unnecessarily  
by posing as authenticate user 
Traffic 
analysis 
Attacker can  passively monitors network 
communication for data and authentication 
credentials for identifying traffic pattern to 
decide his attacking strategies 
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Table 2 
Security types that are used in IEEE802.11x[ 4][5][6][15][16][23][25] 
Security 
Types 
available 
for 
802.11x 
Description 
WEP  Wired  Equivalent  Privacy  is  the  original 
security standard for WLANs, easily exploited 
by softwaers that can break the encryption after 
capturing the traffic. 
802.1x  Defines the Extensible Authentication Protocol 
for WLANs, which uses a central authentication 
server  to  authenticate  each  user.  And  has  its 
own drawbacks 
LEAP  Lightweight  EAP  developed  by  CISCO  based 
on EAP and WEP 
PEAP  Protected  EAP  with  which  users  can  be 
authenticated without certificates  
WPA  Wi-Fi Protected Access  is a subset of 802.11i 
security  standard  and  is  expected  to  replace 
WEP, and EAP 
TKIP  Temporal Key Integration Protocol is the part of 
802.11i  encryption  standard.  It  provides  per 
packet  key  mixing,  message  integrity  checks 
and rekeying mechanisms 
WPA2  Next  generation  of  WPA  offering  more 
protection to WLANs users. 
 
The  WEP  protocol  was  not  created  by  experts  in  security  or 
cryptography, so it quickly proved vulnerable, the vulnerability 
of  WEP  are  given  in  brief  in  table  3.  It  is  clear  that  WEP 
encryption does not provide sufficient wireless network security 
and  can  only  be  used  with  higher-level  encryption  solutions 
(such  as  VPNs).  WPA  is  a  secure  solution  for  upgradable 
equipment not supporting WPA2, but WPA2 soon became the 
standard for wireless due to its strong security measures. Though 
WEP is the most vulnerable security measure in Wi-Fi Protected 
mode, it dominated WLAN security for at least two years. The 
researchers  and  techies  found  a  new  standard  giving  more 
security than WEP called as Extensible Authentication Protocol ( 
IEEE802.1x).[5 ][6 ][ 20][ 21]. 
 
IV. EXTENSIBLEAUTHENTICATION PROTOCOL ( IEEE802.1x) 
 
The security structure in 802.11, including WEP and WEP-based 
authentication, is not sufficient to handle large, public networks . 
The  shared  key  design  in  WEP  requires  the  network 
administrator to trust many users with the same authentication 
credentials for the same set of APs(Access Points) . 802.1x, a 
ratified  IEEE  standard,  solves  some  but  not  all  of  these 
problems.  802.1x  is  a  port  based,  extensible  authentication 
protocol. It was designed to prevent an attacker from malicious 
use  of  the  network.  Figure  1.4  shows  the  supplicant, 
authenticator  system,  and  authentication  server  in  an  802.1x 
wireless network. 802.1x requires one authenticator per port. The 
controlled port shown below is not authorized and is therefore 
not allowing traffic [6][20][21].  
 
Table 3 
The vulnerability of WEP[[6]20] 
Sr. 
No. 
WEP Vulnerabilities 
1  Security features in vendor products are frequently 
not enabled 
2  IV’s are short or static 
3  Cryptographic keys are short 
4  Cryptographic keys are shared 
5  Cryptographic  keys  can  not  be  updated 
automatically or frequently 
6  RC4 has weak key schedule and is inappropriately 
used in WEP 
7  Packet integrity is poor 
8  No user authentication occurs 
9  Authentication  is  not  enabled.  Only  simple  SSID 
identification occurs 
10  Device  authentication  is  simple  shared  key 
challenge response. 
 
Port:  A  port  is  a  single  point  of  attachment  to  the  LAN 
infrastructure.  In  the  802.11  LAN  case,  an  AP  manages 
logical ports. Each of these logical ports communicates one-
to-one with a station’s port. 
Authenticator  System:  The  authenticator  enforces 
authentication  before  allowing  access  to  services  that  are 
accessible via that port. The authenticator is responsible for 
communication with the supplicant as well as submitting the 
information  received  from  the  supplicant  to  a  suitable 
authentication server.. 
Supplicant: The  supplicant  accesses  the  services  accessible 
via the authenticator. The 
supplicant is responsible for responding to requests from an 
authenticator for information, which establishes its credentials. 
EAP:  The  Extensible  Authentication  Protocol  (EAP)  is  a 
method of conducting an authentication conversation between 
a user and an authentication server. Intermediate devices such 
as APs and proxy servers do not take part in the conversation. 
Their  role  is  to  relay  EAP  messages  between  the  parties 
performing  the  authentication.  802.1x  employs  the  EAP  as 
authentication framework 
802.1x Architecture 
802.1x port-based access control has the effect of creating two 
distinct points of access to the authenticator’s attachment to 
the LAN. One point of access allows the exchange of frames 
between the system and other systems on the LAN. Often, this 
uncontrolled port allows only authentication messages (EAP 
messages) to be ex-changed. The other (controlled) point of 
access  allows  the  exchange  of  frames  only  if  the  port  is 
authorized.  When  a  host  connects  to  the  LAN  port  on  an 
802.1x switch the authenticity of the host is determined by the 
switch  port  according  to  the  protocol  specified  by  802.1x 
before the services offered by the switch are made available 
on that port. Until the authentication is complete, only EAPOL 
frames are allowed exchanged. Once the host authentication is 
successful,  the  port  switches  traffic  as  a  regular  port.  As 
previously mentioned, 802.1x was developed to address point-
to-point networks. In other words, there must be a one-to-one 
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relationship  between  a  supplicant  and  an  authenticator.  In  a 
wired  LAN,  a  supplicant  is  directly  connected  to  an 
authenticator.  As  shown  in  Figure  4  a  workstation  is  directly 
connected to a LAN switch port. Each port on the LAN switch 
has an associated authenticator. 
 
 
Figure 4. Basic IEEE802.11x functional scenario[6][21] 
 
Applying the 802.1x structure to the 802.11 network architecture 
(Figure  5)  provides  a  controlled  wireless  network  with  user 
identification,  centralised  authentication,  and  dynamic  key 
management.  
 
Figure 5. IEEE802.1x over IEEE802.11[5][6] 
Dynamic key management in an 802.1x framework rectifies the 
drawbacks  in the  WEP security  mechanism  by  deploying per-
user session keys. The 802.1x neither excludes nor requires WEP 
or any other encryption algorithm. It provides a mechanism for 
distributing encryption key information from an AP to a client 
using the EAPOL-Key message. Once the station is associated 
with  an  AP,  it  can  exchange  EAP  messages  with  the 
authentication server to authorise the port. Before the logical port 
has  been  authorised,  it  only  exchanges  EAP  messages.  One 
session key can be derived for each user per session. However, if 
global keys (WEP keys) are used, the session key sent from the 
authentication server to the AP is the only used to encrypt the 
global  key;  therefore  providing  per-packet  authentication  and 
integrity.  An EAPOW-key packet  is used  for the global keys. 
EAP-TLS  is  the  most  commonly  implemented  EAP  type  for 
wireless LANs. It provides secure mutual authentication using 
digital certificates. When a client requests access, the response 
from the authentication server is a server certificate. The client 
has  a  certificate,  signed  by  a  trusted  certificate  authority, 
which has been preconfigured by the network administrator. 
The client will reply to the authentication server's challenge 
with its own certificate and validates the server certificate at 
the same time. Based off the certificate values, the EAP-TLS 
algorithm  can  derive  dynamic  WEP  keys,  and  the 
authentication server will send the client the WEP key for use 
during that session. Certificate-based algorithms such as EAP-
TLS are highly secure, as it is nearly impossible to forge a 
certificate digitally  signed  by a certificate authority. On the 
other  hand,  the  management  of  certificates  can  be  complex 
and expensive. Figure 6 illustrates the process EAP-Transport 
Layer Security.  
 
Figure 6. EAP TLS Authentication[5][6] 
You can visit to www.wi-fi.org and IEEE’s website for more 
information and further documentation.  
 
Figure 7  the basic layers in EAP architecture.[30] 
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V. Wi-Fi PROTECTED ACCESS (WPA) AND WPA2 
 
WPA and WPA2 operate in two modes Enterprise and personnel. 
The  following  text  will  explain  WPA  and  WPA2  through 
questions and answers style.  
What is WPA / WPA2? 
As an intermediate WLAN security solution that can be applied 
to  existing  WLAN  client  hardware,  the  Wi-Fi  Alliance  has 
adopted Wi-Fi Protected Access (WPA).  WPA is a specification 
of  standards-based,  interoperable  security  enhancements  that 
strongly increase the level of data protection and access control 
for existing and future wireless LAN systems. Wi-Fi Protected 
Access is derived from, and will be forward compatible with the 
upcoming  IEEE  802.11i  standard.  When  properly  installed,  it 
will provide wireless LAN users with a high level of assurance 
that their  data  will  remain  protected  and  that  only  authorized 
network users can access the network. The Wi-Fi Alliance begin 
interoperability certification testing on Wi-Fi Protected Access 
products in mid-2003. 
 WPA provides  Enhanced Data Encryption through TKIP. 
To improve data encryption, Wi-Fi Protected Access utilizes the 
Temporal  Key  Integrity  Protocol  (TKIP).  TKIP  provides 
important data encryption enhancements including a per-packet 
key mixing 
function, a message integrity check (MIC) named Michael, an 
extended initialization vector (IV) with sequencing rules, and a 
re-keying  mechanism.  Through  these  enhancements,  TKIP 
addresses all of WEP’s known vulnerabilities.  
Enterprise-level User Authentication via 802.1X and EAP 
WEP (Wired Equivalent Privacy) is an encryption method and is 
not intended as user authentication mechanism. Wi-Fi Protected 
Access user authentication is implemented using 802.1X and the 
Extensible  Authentication  Protocol  (EAP).  Together,  these 
technologies provide a framework for strong user authentication. 
This  framework  utilizes  a  central  authentication  server,  which 
employs mutual authentication so that the wireless user does not 
accidentally join a rogue network. 
Wi-Fi Protected Access and IEEE 802.11i Comparison 
Wi-Fi  Protected  Access  is  forward  compatible  with  the  IEEE 
802.11i security specification. Wi-Fi Protected Access is a subset 
of the current 802.11i draft and uses certain pieces of the 802.11i 
draft that are ready to bring to market today, such as 802.1X and 
TKIP.The main pieces of the 802.11i draft that are not included 
in  Wi-Fi  Protected  Access  are  secure  IBSS  (Ad-Hoc  mode), 
secure fast handoff (for specialized 802.11 VoIP phones), as well 
as  enhanced  encryption  protocols  such  as  AES-CCMP.  These 
features  are  available  in  WPA2.  WPA  can  be  installed  as  a 
software upgrade on most current Wi-Fi devices. Access points 
(APs) require a software upgrade. Client workstations require a 
software  upgrade  to  the  network  interface  card  (NIC)  and  a 
possible software upgrade to the operating system. Enterprises 
will  require  an  authentication  server  (typically  a  Remote 
Authentication Dial-In User Service, or RADIUS server). WPA 
accommodates  home  and  SOHO  users  who  do not  have  such 
servers  available  with  a  special  mode  that  uses  a  shared 
password  to  activate  WPA  protection.  WPA  security  will  be 
indicated in the Wi-Fi certification logo on products that possess 
it. 
WPA and WPA2 Enterprise Mode 
Enterprise  Mode  operates  in  a  managed  mode  to  meet  the 
rigorous requirements of enterprise security. It leverages the 
IEEE  802.1X  authentication  framework  which  uses  an 
Extensible  Authentication  Protocol  (EAP)  type  with  an 
authentication server to provide strong mutual authentication 
between  the  client  and  authentication  server  via  the  access 
point.  In  this  mode,  each  user  is  assigned  a  unique  key 
mechanism for access to the WLAN. This affords a high level 
of  individual  privacy.  For  WPA,  TKIP  encryption  is  used. 
TKIP  employs  an  encryption  cipher  that  issues  encryption 
keys  for each data packet communicated  in each session of 
each user, making the encryption code extremely difficult to 
break. For WPA2, AES encryption is used. AES is stronger 
than TKIP, thus providing additional network protection. 
WPA and WPA2 Personal Mode 
Personal Mode is designed for home and small office/home 
office (SOHO) users who do not have authentication servers 
available. It operates in an unmanaged mode that uses a pre-
shared key (PSK) for authentication instead of IEEE 802.1X. 
This mode uses applied authentication in which a pass-phrase 
(the PSK) is manually entered on the access point to generate 
the encryption key. Consequently, it does not scale well in the 
enterprise. The PSK is typically shared among users. A PSK 
of sufficient strength—one that uses a mix of letters, numbers 
and non-alphanumeric characters—is recommended. Personal 
Mode uses the same encryption methods as Enterprise Mode. 
It  supports  per-user,  per  session,  per-packet  encryption  via 
TKIP with WPA or AES with WPA2.[1-9][16-27] 
 
VI. WPA/WPA2 COMPATIBLE PRODUCTS AVAILABLE IN MARKET 
 
As paper  is  not intended advertize any  WPA/WPA2 enable 
product available , we are giving briefs of few only. ASAP 
(Air  Secure  Access  Point  )  is  a  comprehensive,  secure, 
managed, embedded access point software; figure 8 shows its 
block  diagram  and  features.[29  ]  There  are  many  products 
from CISCO for WLAN using WPA/WPA2 standards. Few 
among  them  are  Cisco  Enterprise  Distributed  wireless 
solutions,  3COM,  and  other  companies  are  also  have  there 
product for WPA/WPA2. The basic block diagrams with few 
minor changes for all of these products are similar to ASAP. 
Cisco and D-link are the dominating manufacturer in WLAN 
and Wi-Fi enabled products. Many mobile companies are now 
a day manufacturing Wi-Fi protected mode enabled mobiles.  
The reason of this popularity of WPA/WPA2 is the assurance 
of privacy, authentication, security and performance given by 
WPA/WPA2 to end-user  in  WLAN.  And  Wi-Fi Alliance  is 
really busy in adding more edge in it by introducing several 
variants  of  data  encryption  in  EAP  and  other  security 
measures of WPA/ WPA2 
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Figure 8. ASAP (Air Secure Access Point ) architecture and features[29] 
 
Figure 9. Green Hills software platform for WPA/WPA2 [ 30] 
 
VII.  SUMMARY AND CONCLUSION 
 
It is a need of today’s world to have a secure and trustworthy 
communication  media  and  protocols  for  connecting  in  to  a 
network. And WPA/WPA2 is really a good standard in this case 
ever developed by the IEEE. The paper gives you comprehensive 
information  about  IEEE802.11i/  WPA/WPA2  in  brief.  It  also 
touches the WEP, EAP etc in brief and lists the few products 
with their simple block diagrams.  
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